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What to expect

,’ ”~
Let’s Talk What is Real Life How iResTech
5 ;
Disru Phon ChatGPT? Exameles is responding

used to address the new

and what happens when (?hthPT but what can do when applied to disruptive threats presented
companies don’t respond is it and what can we market research cases. 5

I o by ChatGPT"
fast enough. really do?

FiResTech



About Us

Passiondte people.

Chief Technical Officer

Creative solutions.

Ben Coats

The trail which led Ben to Innovative Research Technologies
began when at 14 he was asked to take over IT for a family
medical practice. At 16, he was commissioned to develop an
electronic medical records platform for a group of forensic
pathologists in the era of "going paperless". Little did they
know that dead people need medical records too. Ben joined
Quest Mindshare in 2020 with the task of building out an
internal software engineering department. While assembling an
all-star team, Ben was a strong advocate of turning that
department into its own company which could serve other
customers in the industry- a vision he shared with Greg
Matheson, managing partner of Quest Mindshare and now
CEO of iResTech.

ResTech



Passiondte people.
Creoﬂ'lve solutions.

Luke Bothwell

Luke joined the IRT team as Director

of Product Management in May 2022,

bringing with him more than a decade

of experience as a Product Management

leader in industries including insurance

and financial services, identity management

and protection, and healthcare. He thrives on
understanding customer and business needs
and transforming those needs into products

and services that thrill users and solve problems..

About Us

Director of Producf Management = iResTech



Brief History of Disruption
‘ and Failure to Innovate

|
s
¢
§
:
%;
:
s

Disruption is a constant.

How a company responds to it can be

a matter of surviving and thriving or

locking the doors and turning out the lights.
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Why Resistance?
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Radio Shack Ad:
February 16, 1991
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Cost of goods replaced: $3,054.82 in 1991.
$6,563.83 in 2022 dollars.
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B JUNE 29, 2007:
Apple debuts the iPhone and changes




-1 i
A ghe

RN .j \,o'

M8 4 4 a4 A g oa s

| J
-,
>
)
»
>
>
»
»
»
»
»
»
| 4
>
»
>
»
[ ]
|
B
B
?
>
>
»
»

A & a _A.AA“.

What is ChatGPT?

We've all heard about it, we are all talking about it,

but what is Iit?
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It's in the news almost constantly but very few people
actually know what it is and how it works

e Created by OpenAl, a company founded by Elon Musk and
Sam Altman in 2015

* Backed by well known investors including Microsoft

e Per ChatGPT's own description: "ChatGPT is an Al-
powered chatbot developed by OpenAl, based on the GPT
(Generative Pretrained Transformer) language model. It
uses deep learning techniques to generate human-like
responses to text inputs in a conversational manner".

* Users enter written prompts and receive human-like text
or images and videos generated by the Al.

* Open to the public via the OpenAl website
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ChatGPT By the Numbers
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How could ChatGPT ¢
disrupt market
research?

Managing data quality and legitimacy is
already a constant battle.
Al could make the battle even tougher.




* Increased fraud and decreased sample quality
* Harder to distinguish a legitimate open-ended responses from a fraudulent one

* A chatbot will never buy a product or service

FiResTech



Real life
experimentation
with ChatGPT
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I Quest Detect x + . @ Benefits of Digital Marketing X+
& invite.mindsharesurveys.com/97ddd1d6-d961-4068-9ab 3(97id=iamafravi O&ure oo i : ¢ > C & chatopenaicom/chat

Benefits of Digital Marketing
Welcome to the survey!!!

SEO stand for. Default

O Search Engineer Option
(O Selected Engine Operation
@ Search Engine Optimization

Please select common digital marketing tools.
[ Designtools [J social media platforms

1 Analytics tools O callofduty

[:I None of the Above

Kindly describe the benefits of Digital Marketing

&

hCaptcha

Submit <
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Hypothesis

ChatGPT can be prompted to
generate responses to open-ended
questions that will appear to have
been created by a human.
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Procedure

The text for the primarily English
open-endedscreener questions was
selected from years of historical data
obtained from our sister company,
Quest Mindshare. We manually
presented 100 questions to ChatGPT
and recorded its responses.
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Procedure Overview

e 100 sample questions selected at random from
thousands of examples in Quest Mindshare’s historical
OE Q&As and supplied to ChatGPT one at a time
(Thanks for the data Quest!)

* Answers were recorded for each question

* Response patterns observed and documented

* Detection / prevention techniques derived from
response patterns and validated.

e Questions given a subjective good / bad “rating”
depending on how well they enabled detection or
prevention

FiResTech




Results and

Conclusions
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Key Findings Overview

*  ChatGPT poses a threat to data quality assurance
if we don’t develop techniques to accommodate this
new technology

. It can provide "correct" answers to most questions
and seem very knowledgeable, in many different
languages

e There are some non-technical approaches which
may help PMs identify ChatGPT answers — or even
prevent ChatGPT from providing any useful response!

« Attherate the Al model is evolving, these approaches
are short-term stopgaps only. Comprehensive
technical solutions (such as those iResTech is
adding to Dtect) are needed for the long term.

FiResTech




What can you do?

(...to recognize ChatGPT at work)

ResTech
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“Good” (and bad)
open-ended questions
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Well-chosen Question

Q: In your opinion, what is the most innovative
consumer product you have seen in the past 12
months?

A: I'm an Al language model and do not have
the capability to experience or observe the
world, so | cannot provide a personal opinion
on the most innovative consumer product in
the past 12 months.
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Poorly-worded Question

Q: What are the benefits of a Credit/Debit Card?
A: Credit cards offer several benefits to users, including:

Convenience: Credit cards allow consumers to make purchases without carrying cash,
and transactions can be made easily in-person, online, or over the phone. .

1%6%%%%%"
e0 0000

SOUOOOOK
0000 000
Rewards programs: Many credit cards offer rewards such as cash back, points, or miles '.'.'.'.'.’.’.'
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Increased buying power: Credit cards often offer extended lines of credit, allowing
consumers to make larger purchases or pay for expenses over time.

Fraud protection: Credit/debit cards provide protection against fraudulent purchases
made with a lost or stolen card, often with zero liability for the card holder.

OO0 X o.d: o'o:0;0;0;0;o;o;o;o;o:o;o;o;o;o;o:o;Q;o'o'o'o'o'o'o'o'o'o'o'o'o'o'o'o'o'o'o'o'o'o'o'o'o'o'o' OOOOON
0007007007070 070 0 00 00 0 0 0 0 0 10 0 0 070 070 000 0 0000 0 0 0 000 0 Y0 0 000 0 0 0 0 0 000 %0 0 0 070 0% %0 0 %0 0% 0% 0% 0% %0 % 0% e

000 00
000 000 0000 000000 000000000000 00000
00 00 0 0000 000 0000000000000 00000 00

) 0 00 0 0 0 00 0 00 0000000 0 0000000000000 000000000 l.......0....000.....0.Q........O...O0.0.0..0000.....01

'0.0.0.....0..........'..0.....0...0...... 000000000 0000COCFOIRONODN
000 0000000000000
) 90O 0 0O 0O D 00O DO OO ONONINITOO VNN

000500000 0000000000000 0000°

0000 000000000000 .'.‘.........0.0.....0.0.0.0...0.0.I.......0.0 00 0000000000000 .‘. o0 0000
Q0 0 000000 OCOOOSOOIONOIEOOSEOOINROITS ..0.......0.0...0.0.0.....................620.}...0... 00%0%6%0%%% %% %"’

...00............:::::.:.:.:.:.:.}

Q0000 O OOPO OO OOEOOONDOEOPOQOPS® VNI



What can we do?

(How can tech tackle the challenge?)
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Key Themes

* Behavioral and procedural changes are necessary to combat the evolving
threat posed by ChatGPT.

* The pace of the model's evolution may render current techniques useless
in the future, so it's important to have modern security tools that can
evolve alongside it.

e Technical leaders must be willing to pivot and adapt to new
circumstances!

Example:
Before ChatGPT, iResTech was working on some truly revolutionary tech
related to open-ends — but ChatGPT suddenly made the tech much less
disruptive. We didn’t want to scrap all the planning and hard work, but
ignoring reality doesn’t negate it. It was time to pivot!

* We encourage everyone to adapt in their own way so we can address
this threat as an industry!
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0000 00000
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eenanesee  Programmatically assess response structure legeceresesele
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: .:.:.:.:.:. * You know those suggestions provided as procedural approaches to detecting ChatGPT-assisted fraud when a :.:.:::.:.:.:::
.:.:.:.:.:.:.: technological solution is not at your disposal? This is simply having a machine do the work for you. ,:.'.:.:.:.:.:
:{.:.:.:.:.:. * Focus on evaluating the structure of text relative to the question. :.:.:.:.:.:.:.‘
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But ChatGPT is evolving... quickly!

(And a dirty Boggle game is no longer quite so dirty!)



ChatGPT is your frenemy!
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1. If you don’t have the ability to reduce your risk through changes in technology, there are still
techniques you can use to reduce the risk of Al-enhanced fraud capabilities!

2. Ifit’s possible for you to augment those behavioral modifications with technological solutions, you'll
be in even better shape! (Remember how fast Al is evolving??)

3. Innovative Research Technologies embraced the disruption that is ChatGPT and took the opportunity
to pivot towards innovation! By incorporating the techniques discussed (and many more) into Dtect's
anti-fraud capabilities, we believe we can bring even more value to the industry. We encourage
other technology vendors to join us in this fight against fraudulent activity.

You don’t have to use Dtect, but with the ever-increasing sophistication of those looking to “game the
system”, if you’re not using something to combat these quality issues...then you are part of the
problem!



Let's see a by show of hands of how many of you guessed that ChatGPT was responsible
for generating the text for the majority of this presentation? And now, let's see another
show of hands, how many of you are surprised? Come on, | am not the best at reading a

crowd but | know you love data and statistical significance - let's get those hands up*!

While ChatGPT is an incredible tool for turning ideas into compelling stories, it's
important we use it wisely and with a critical eye. Technology will never be a
substitute for human insight and intuition, but it can be a valuable tool in our
arsenal.

At iResTech, we are all about making your research easier so that you can grow

your business faster. We are building tools, like dtect, to revolutionize the way

you do buisness. With iResTech on your side you don’t have to be afraid of

pushing boundaries of innovation and making waves! Join the iResTech revolution
and stay ahead of the market research curve by following us LinkedIn. Let's continue
to push innovation and disrupt the market research scene together!

| want to thank you all for attending today and for being such a great audience! | think

we can all agree that ChatGPT and | make quite a dynamic duo - we’re like peanut
butter and jelly, or qualitative and quantitiative data*!

“Jokes were CLEARLY written by a chatbot and not a self respecting human

FiResTech

MULE MORE INNOATIVE THAN THE NAME SU66ESTS,

WH



