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Fighting fraud
in market research




Tremendous
The industry standard for incentives and rewards
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Is fraud really a big problem?
What we learned in our research
How fraudsters operate

How to fight fraud accurately

Tremendous’ fraud prevention tool




A client impacted by fraud

$250,000

in fraud losses over a few months



“Fraud is turning into a large problem for us.
We're handcuffed in our ability to deal with
the abuse”

Tremendous Client




10% of research incentives go
to fraudulent participants.

Large research firms lose $40K
to fraud annually on average.
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Fraud is pervasive in research

9% 9%

Market research UX research Medical research Other
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Over $350 million of fraud losses in market research
per year
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Fraudsters look very different today




Know your enemy

ia 1 =

40 emails created 8 IP addresses generated 3 devices used
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Hall of fame

Example of one fraudster

2000+ 700+

different emails created IP addresses generated

$150K+

27

1100+

unique devices used

in annualized “earnings” companies defrauded
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Fighting fraud effectively requires multiple layers

Verify your participants prior to payouts
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Fighting fraud effectively requires multiple layers

Verify your participants prior to payouts

Track digital fingerprints of your participants
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Fighting fraud effectively requires multiple layers

Verify your participants prior to payouts

Track digital fingerprints of your participants

Set rules to detect unexpected behaviors
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Fighting fraud effectively requires multiple layers

Verify your participants prior to payouts

Track digital fingerprints of your participants

Set rules to detect unexpected behaviors

Leverage your network and share data - fraudsters
don't target just one company

LD <)
trem.us/fraud
A




Tremendous’ fraud
prevention tooling
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Approved
@» P Address: 192.0.21 i

e Customize rules to detect fraud
accurately.

3 $50 /\ Flagged

IP Address: 718.1.4.3

€228
IP Address: 533.2.1.8

e |dentify recipients cycling
through identities.

® Blocked

e Protect the experience for real
participants.
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Customize controls for your type of fraud

rds, recipients, or orders

T TREMENDOUS Q search rew

Fraud prevention settings Learn more

Review rules

Reward redemptions that match any Review rules will be flagged and added to the Review queue
@ Home

Fraud prevention ” Flag based on country

Review

Flag based on number of rewards redeemed v On

Orders & rewards Limit: 10 rewards / 30 days

$ Billing
Flag based on dollar amount redeemed

@ campaign templates

Team settings
Flag specific IP addresses

IP ranges: O
Additional IPs: 1

Flag based on recipient email or domain

Flag rewards redeemed by previously blocked recipients

Our system identifies recipients your team has previously blocked, even when they redeem

from a different IP or email address, and flags any rewards they redeem for revie

Flag based on the Tremendous fraud list

ients across millions of payouts within the Tremendous

Our algorithm detects suspicious reci
network and flags any rewards they

Flag if device or account has multiple emails associated with it

Our system flags rewards redeemed by devices or accounts linked to multiple recipient emails.

edeem for review.
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Fight fraud with the
power of the
Tremendous
network

trem.us/fraud
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/\ Flagged

/ Flagged
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Review flagged rewards to be 1

T TREMENDOUS

@ Home

Fraud prevention %9 v

Review queue

Settings

Orders & rewards

Billing

Campaign templates

Team settings

s, recipients, or orders

Fraud review queue

Flagged o Blocked Released
Search by reward ID, country, recipient email or phone Q From: All time
Reward: 1
D Amount Sentto Status
$1.00 pm@u.northwestern.edu Flagged

B To

Reasons

Over reward count limit, Over reward
dollar limit

0% sure it's fraud

CVONKH5GRSTG X
$1.00 USD + Flagged

Email r d

Redem

[ & Release ][ @® Block ]

Recipient details

11l High risk

* 1related reward ($10.00), including 1 blocked
* Over reward count limit

e Over reward dollar limit

Email @ pm@u.northwestern.edu
Redemption merchant card
Device CyORmMFiKODEtfulW79WG
1related (1 blocked)
P 160.72.66.134
New York, NY, USA
1related (1 blocked)
Additional details >
Activity log >
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Building effective fraud tooling
is a long journey.

But preventing fraud accurately
can be the key to saving

millions. @
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Questions?

trem.us/fraud

4144
IP Address: 192.0.2.1

$50

IP Address: 218.1.4.3

€228
IP Address: 133.2.1.8

& Approved

A Flagged

® Blocked

21



